REVISION – Study Guide

Basic Computer System

· CPU , memory , input /output , storage devices

· CMOS - on the system board which stores date/time settings and installed devices. The information is still there even if the computer is turned off. Battery operated

· Boot Sequence – setting and troubleshooting boot sequence

· BIOS – function of BIOS

· Types of expansion cards

· PCI – used in desktop computers

· Check BIOS or device manager for  IRQ conflicts

· PCI-E

· PCMCIA – used in laptops 

· ISA
· EISA
· Identifying the ports on a PC

· USB

· Parallel Port

· LAN/Network port

· Video Port

· Fire wire

· PS/2

· USB – Advantages

· Speed.

· Expansion.

· Ease of configuration.

· Plug and play
· Memory 

· Conventional memory

· Virtual memory - use of a portion of the hard disk to swap data when there insufficient RAM 

· Cache memory -  Level 1 Cache – located on the processor

· Hard disk

· One data cable and one power cable

· IDE  - no of hard disk supported

· Setting of master and slave

· EIDE - Need to add additional controller card if more devices are required

· SCSI 

· default setting for controller card – 7

· SCSI chain works like a network, each device requires its own unique address
· SCSI controller can be plugged ISA, PCI

· Floppy – Drive A or B
· Interrupts
· Interrupt Conflicts

· E.g. IRQ 0

· E.g. IRQ 14

· Keyboard 

· Keyboard responds with different letters as you type
· Keyboard controller
Networking 

· Peer-to-peer – workgroup

· Shared folders – how to share

· Conditions required to access the shared folders

· Ping Command

· Loop back test

· Ping 127.0.0.1 – to test if network card is  functioning properly
· ipconfig – to check the IP configuration of client
· DHCP Client 

· Email protocols

· SMTP – one of the email protocol used on mail servers
· POP3
· One of the email protocols

· Mostly configured on clients
· Two parts used in email address - E-mail name and domain name.

· Mail can be sent in clear text or encrypted form
Security 

· Encryption - Encryption is the conversion of data into a form that cannot be easily understood by unauthorized people i.e. not readable form
· Firewall 
· Hardware and software that protect data and equipment on a network from unauthorized access
· Windows Firewall in XP – stored in hard disk

· will block any attempts from  people on the Internet to gain unauthorized access
· Can be configured to allow applications which are blocked by including in the exceptions
· Steps to configure the firewall on a PC installed with Windows XP
· DNS  - to translate host names to TCP/IP addresses
Disk Utilities

· Defragmenter
· is a computer program included in Microsoft Windows designed to increase access speed by rearranging files stored on a disk to occupy contiguous storage locations

· Scandisk - is a utility in MS-DOS and Microsoft Windows systems which checks and repairs file systems and bad clusters on the hard drive.

· Chkdsk - is a command on computers running DOS and Microsoft Windows operating systems that displays the file system integrity status of hard disks
· FDISK  - used to create partitions in DOS environment
· Recycle bin 

· Disk Cleanup – gets rid of unnecessary files on your hard disk to free up disk space
Operating System

· Examples of Desktop Operating System – Windows XP , Windows 98, Windows ME , Windows Vista, Mac OS

· Examples of Network Operating System - Windows Server 2003, Unix, Linux, Novell Netware

· Methods of installing Windows OS

· Install from CD-ROM

· Upgrading from previous OS

· Network Installation

· HCL - lists provide a detailed inventory of hardware that has been tested and is known to work with the operating system

· Boot.ini - To determine the operating system options to display during the Startup process.

· Device Manager - It is the utility used in Windows that provides you with a visual presentation of physical devices that used in your system. 

· Methods of Accessing the Device Manager

· Device Driver - A device driver is a software that allows the OS to interact with device that is attached to your computer

· Steps required before upgrading software

· Backup the .INI files.






· Confirm OS compatibility.




· Determine minimum memory required.

· Determine there is enough space in hard disk for installation

· Upgrading from Older Windows System

· Start the system and insert the Windows XP CD
· If it auto runs let the installation continue

· If it does not auto run, Run \I386\winnt32.exe from CD                                     

· Upgrade Adviser - to check for system hardware and software compatibility before attempting an upgrade (found in the CD ROM)
· Steps to determine version of OS
· Security Updates - To prevent hackers from exploiting flaws in the system.

· Un-installing programs

· Recommended method – Go to Control Panel and Add or Remove Programs 

· Minimum hardware requirements
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NOTE: In some cases, the application requirements
‘may exceed the hardware requirements of the
operating system. For the application to function
‘properly. it will be necessary to satisfy the additional
requirements

Once you have determined the minimum hardware
requirements for an OS, you should ensure that all of
the hardware in the computer is compatible with the
operating system that you have selected for your
customer

Hardware Compatibility List
Most operating systems have a hardware compatibilty
list (HCL) that can be found on the manufacturers

of your customer's existing hardware is not on the list, 5
those components may need to be upgraded to match
‘components on the HCL.

NOTE: An HCL may not be continuously maintained
and therefore may not be a comprehensive reference. g
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Troubleshooting

· Steps in troubleshooting

· POST
· Video Card Problems 

· AGP video Card - used in the accelerated graphics port of an ATX motherboard?

· Video card driver was not installed properly

· The refresh rate of the card go beyond the acceptable range of the monitor

· Video capture card

· Safe Mode - Starts Windows but only loads drivers for basic components, such as the keyboard and display. Can be accessed by pressing F8 during startup

· Last Good Known Configuration - Enables a user to load the configurations settings of Windows that was used the last time that Windows successfully started
· Recovery Console – could be use used to recover partition table and MBR (Master Boot Record)

· Virus

· What is virus?

· A virus is a program written with malicious intent and sent out by attackers.

· Can be transferred to another computer through e-mail, file transfers, and instant messaging. 

· The virus hides by attaching itself to a file on the computer

· What is a worm?

· A worm is a self-replicating program that is harmful to networks. A worm uses the network to duplicate its code to the hosts on a network, often without any user intervention

· Cleaning virus - Boot from a clean startup disk and then run the antivirus software.

· Spyware – installed without any user intervention or knowledge and sends information to the outside
· Adware - Adware is a software program that displays advertising on your computer

· Anti-Spyware and examples – Windows Defender, Spy Sweeper, Spy Hunter 

· Anti-Adware 

· Dr Watson in Windows 2000/XP - will be automatically started by the system and take a snapshot of the environment

· Printer Problems
· Wrong printer drivers installed.

· Printer Driver

· Printer Sharing & Printer Share Permission

· Steps for Printer Sharing

· Select the Printer you want to share

· Select Printer Properties
· Select the sharing Tab

· Give a share name and apply

· Print Share Permission
· Print

· Manage Documents

· Manage Printers

Fault Tolerance

· UPS

· Surge suppressor

· Line conditioners

· Battery backup devices

Backup

· Types of backup – normal, incremental, differential, full, daily

· Normal - A normal backup is also called a full backup. During a normal backup, all selected files on the disk are archived to the backup medium
· Incremental –

· An incremental backup procedure backs up all the files and folders that have been created or modified since either the last normal or incremental backup.
· It marks the files as having been archived by clearing the archive bit (resets archive bit).
· Differential –

· A differential backup backs up all the files and folders that have been created or modified since either the last normal backup or the last incremental backup 
· The differential backup does not mark the files as having been archived
· Scheduling
· External Tape Drives

Tasks that can be performed by Backup utility

· Backup

· Restore

· Schedule Backups

· Prepare ASR disk

Revision Questions

01. What are the minimum requirements for Windows XP Professional in terms of RAM, hard disk space and CPU?
a. Windows XP Professional

b. RAM: 64MB

c. CPU: 233MHz (single or dual processor)

d. HDD: 1.5GB

02. List two examples of Network Operating System.

a. Unix and Linux are two examples of networking operating system.
03. What are the file systems supported by Windows XP. 
a. The files systems supported by Windows XP are NTFS, FAT16, FAT32
04. On a Windows XP, how would you convert a FAT32 partition to NTFS System?
a. Run CMD > convert drive letter: /fs:ntfs > Yes > Wait for conversion to complete > Close
05. List two methods of installing Windows OS.  
a. Installing using installation disc to upgrade, or installing from bootable installation disc.
06. How would you upgrade to Windows XP system from an older Windows OS?
a. Using the Windows XP installation disc and press “Upgrade to Newer Operating System”.
07. What is the function of a plug-in in a web browser?
a. A plug-in is an auxiliary program that works with a major software package to enhance its capability.
08. What is Antispyware software? Give two examples.
a. Antispyware software is software that scans for malicious spywares in the computer. Windows Defender and Spyware Terminator.
09. What protocol used to send email from one server to another?
a. SMTP used to send email from one server to another.

010. What applications can you use to send email?
a. Microsoft Office Outlook can be used to send email.
011. Name the 2 parts of an email address that required sending e-mail over the Internet successfully.
a. Email address and the domain name are required for sending e-mail over the Internet.
012. If a user is able to send e-mail, but cannot receive any e-mail which setting in the mail account should be verified.   What about not able to send email?
a. Unable to send email but able to receive email, also requires a verified account to access the emails.
013. List the e-mail protocols used on the client, and for the server.

a. Server: SMTP

b. Client: IMAP, POP3

014. What is the purpose/function of data encryption?

a. The purpose is to protect data from being accessed by unknown users.

015. What is function of the Windows Firewall? How would you allow applications to run if they are blocked by the firewall?
a. Windows Firewall is a system designed to prevent unauthorised access from people on the Internet to gain unauthorised access. Start > Windows Firewall > Exceptions > Add Program > Locate the program > OK
016. What are the steps that you should take before allowing/denying a program if it is detected by your firewall?

a. Check if you are aware of the person who is using the program

017. What is a spyware?
a. Software that is installed sneakily on a personal computer to intercept or take partial control over the user’s interaction with the computer, without the user’s informed consent.
018. What is the difference between Spyware & Adware?

a. Spyware sneakily takes control of the user’s interaction, while Adware installed advertisements.

019. Which backup method, backs up files that have changed since the last full backup and resets the archive bit?
a. Differential backup back up files that have changed since the last full backup and reset the archive bit.
020. What is Device Manager?
a. The Device Manager lists all the hardware devices installed on your computer.

021. Outline the steps necessary to install a device driver.
a. Run “hdwwiz.cpl” > Select the device > Locate the driver files > Install > OK
022. What is the recommended method of uninstalling or removing Applications on Windows XP?
a. Run “appwiz.cpl” > Select the application to remove > Follow on-screen instructions > OK
023. What should you do to ensure that deleted files are placed in the Recycle Bin?
a. Right-click on Recycle Bin > Select Properties > Uncheck “Do not move files to the Recycle Bin. Remove files immediately when deleted” > OK
024. How would you resize partitions that have been already created, without deleting the partition?
a. Disk Management > Select the partition > Click Resize/Move > Type the amount of disk space > OK > Apply > Exit
025. When you share a printer with others, what are the permissions that can be assigned to the print share?
a. The permissions are Print, Manage Documents, Manage Printers.

026. What is the purpose of the BOOT.INI file on Windows XP?
a.  BOOT.INI is used to determine the operating system options to display during the startup process.
027. What is the function of msconfig?

a. MS Configuration allows you to change the boot up operating system and the startup programs.

028. What is the function of regedit.exe
a. Registry Editor allows you to change registry that are in the computer
029. What is the function of Disk Defragmenter?

a. Disk Defragmenter sorts the files in contiguous storage locations and allows shorter access periods.

030. What utility is used for files scattered in the storage devices? Briefly describe the function that the user can use to fix the problem.
a. Disk Defragmenter is used for files scattered in the storage devices. It increases access speed by rearranging files stored on a disk to occupy contiguous storage locations.
031. Explain the use of the ‘Last Known Good Configuration’ in the Windows XP.

a. Last Known Good Configuration enables a user to load the configurations settings of Windows that was used the last time that Windows successfully started.
032. Explain the difference between Anti-Spyware programs and Anti-Adware programs.
a. Anti-spyware programs scans for spywares and Anti-Adware programs scans for adware.
033. Explain the advantage of sending email in encrypted form.
a. Prevent unknown users to view the email.
034. What is an active partition? How many active partitions can you set on a hard disk drive?
a. Active partition is the current selected partition to boot up the operating system. You can set 1 active partitions on a hard disk drive.
035. What utilities/software can you use to create partitions? Which of this software allows you resize the partitions?

a. Disk Management can be used to create partitions. EASEUS Partititon Manager allows you to resize the patitions.
036. How would you create logical drives on a hard disk?
a. Disk Management > Storage > select the hard disk > Create logical drive > Set the amount > OK
037. List the tasks which can be performed using the Backup utility in Windows?
a. The tasks which can be performed are Backup, Restore, Schedule Backups, Prepare ASR Disk.

038. On a Windows XP system, how would you update a driver for a device installed on the computer?
a. Device Manager > Select the device > Right-click Properties > Update driver
039. How would you share your printer in a network?
a. Start > Printer and Faxes > Add Printer > Add A Network Printer > Locate the Printer on the list > Next > Finish > Right-click the selected Printer > Select Sharing > Click on Allow Printer to be shared by Workgroup > OK
040. Which type of expansion bus is associated with notebook PC?

a. PCMCIA expansion bus is associated with notebook PC.

041. What is the name of the utility that can increase the access speed by rearranging files and directories on the hard drive?

a. Disk Defragmenter is used for files scattered in the storage devices. It sorts the files in contiguous files and allows shorter access period.

042. What is the DOS command used to test whether the newly installed NIC is working properly?
a. The DOS command is ping localhost.

043. What Disk Cleanup utility for?
a. Disk Cleanup utility is for cleaning up the hard disk, by removing unnecessary files on the hard disk to free up disk space.
044. Explain how you can activate startup with Safe Mode.
a. When booting up, before the operating system starts press F8 to show a list of booting up environments.
045. What does the booting with Safe Mode do?
a. Safe Mode boots up Windows but only loads drivers for basic components, such as the keyboard and display.
046. In Windows OS, when does the current configuration become the “Last Known Good Configuration”?

a. When there was a successful boot up from the previous configuration.

047. Explain what is virtual memory?
a. Virtual memory uses a portion of the hard disk to swap data when there is insufficient RAM, but access speed is slower than conventional memory modules.
048. Where the virtual memory does resides?
a. Virtual memory resides on the hard disk to work.
