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REVISION
	1.
	Explain the function of a protocol in networking.
A protocol establishes a set of rules for communications in networking.

	
	

	2.
	Name the devices used in a local area network (LAN).

NIC

Hubs

Repeaters

Switches

Bridges

	
	

	3.
	What is a collision domain?
A collision domain is the connected network segments where collisions can occurs. 

	
	

	4.
	List and compare the layers in the OSI and TCP/IP networking model.  
OSI Model

TCP/IP Model

Application

Application

Presentation

Session

Transport

Transport

Network

Internet

Data Link

Network Access

Physical



	
	

	5.
	Name one protocol for each of the 4 layers in the TCP/IP networking model.

TCP/IP Layers

Protocol Stacks

Application

FTP,HTTP,SMTP,DNS,TFTP

Transport

TCP , UDP

Internet

IP, ICMP

Network Access

Ethernet



	
	

	6.
	List the differences between a physical and logical address. 
Physical Address

Logical Address

48 bits

32 bits

Expressed as Hexadecimal values

Expressed in Dotted Decimal values

Functions at Layer 2

Functions at Layer 3

Flat

Hierarchal

Also known as MAC Address

Also know as IP Address

Not routable

Routable

                                                                                                            

	
	

	7.
	Define Wide Area Network (WAN) and give its characteristics?
WANs interconnect LANs over a large geographical area.

Allow users to have real-time communication capabilities with other users

Provide full-time remote resources connected to local services

Provide e-mail, Internet, file transfer, and e-commerce services

	
	






 

	8.
	What is the purpose of twisting the wire pairs in a UTP cable?

The purpose of wires in UTP cable to be twisted is for shielding (Cancellation effect) to reduce noise problem. The consequence is that the signal will be degraded.

	
	


	9.
	What is the function of network interface card (NIC)?

· It provides network communication capabilities between a host (eg PC or Server) and the network.

	
	

	10.
	What are the factors to consider when selecting a network card?
· Computer Bus Supported (PCI/ISA)

· Protocol (Ethernet/FDDI/Token Ring)

· Data Rate (10/100/1000 Mbps)

· Media Type supported ( UTP/Coaxial))

· Auto-negotiation

	
	

	11.
	What are the two modes of operation for Ethernet?    
· Full Duplex

· Half Duplex   

                                                                                                               

	
	

	12.
	List the function of the Transport layer in the OSI layer.
· Establish, maintain and terminate virtual circuits.

· Fault Detection and Recovery information flow control.

· Reliable data transfer.

· Concerned with transportation issues between hosts.

	
	

	13.
	What are the differences between a single-mode and multimode fiber optic cable?
Single-mode

Multimode

Smaller core 

Bigger core

Longer distance – up to 3km

Shorter distance – up to 2 km

Uses laser as a light source

Uses LEDs as a light source.



	
	

	14.
	What are the ranges of IP addresses for Class A, B and C and their default subnet masks?



	
	IP Address Class 

IP Address Range (1st Octet Decimal Value)

Default Subnet Mask

Class A

1 - 127
255.0.0.0
Class B

128 - 191
255.255.0.0
Class C

192 - 223
255.255.255.0


	
	

	15.
	What are the characteristics of a bus topology and state one disadvantage?

· Uses a single backbone cable 
· Backbone cable is terminated at both ends.

· All hosts are directly connected to the backbone   

· Too many collisions would occur and the network speed would be
too slow.              

	
	

	16.
	Explain with the use of diagrams, the data encapsulation from Layer 4 to Layer 2 of the OSI networking model.
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· Transport – The data from the upper layers are packaged into segments to provide end-to-end transport. 

· Network - The data is put into a packet that contains a network header with source and destination logical addresses. 

· Data Link – The packets from the upper layer are encapsulated into frames with the addition of a frame header consisting of the source and destination physical addresses and a trailer.



	
	

	17.
	What is the subnet address (subnet id) and broadcast address for a host with an IP Address of 150.179.220.220 and subnet mask of 255.255.224.0?
3rd & 4th Octet of Subnet Mask is    11100000 00000000

3rd Octet of Host IP Address is         11011100 00000000

Result of AND operation is               11000000 00000000 which is 192.0
Broadcast Address is                         11011111 11111111  which is 223.255

Thus subnet address is 150.179.192.0  and broadcast  150.179.223.255

	
	

	18. 
	Name one advantage and one disadvantage of Ethernet technology.


Advantage

· Fairly simple and does not have the overhead as compared Token Ring

· As long as the network segment is not busy, stations can transmit without any wait.

· Ethernet is less expensive when comparing with Token Ring


Disadvantage
· As network traffic increases, so does the probability of network collision, which degrade network performance.

· Because all stations have equal access, there is no way to establish higher priority for nodes such as servers.

	
	

	19.
	Give the maximum distances for 10BASE2, 10BASE5, 100BASE-TX, 1000BASE-T, single-mode optical fiber and multimode optical fiber. 
Ethernet Specification

Maximum Distance (m)

10Base2

200

10Base5

500

100Base-TX

100

1000Base-T

100

Single-mode Optical Fiber

3000

Multimode Optical Fiber
2000


	
	

	20.
	Give a disadvantage of using a Star topology.

	
	All devices connected to the central device will fail if the central device fails.



	21.
	What is difference between a physical and logical topology?

· Physical topology is the actual layout of the wire or media eg Star, Bus, Ring and Mesh. 
· Logical topology determines how the hosts communicate across the medium eg broadcast and token passing. 

	
	

	22.
	What are the advantages of using UTP cables?

· Cheap to implement.

· Support various transfer rates.

	
	

	23.
	What are the components of a wireless LAN (WLAN) running in Ad-Hoc mode?

· Wireless access point (AP)

· Desktops with wireless network cards or wireless network adapters 

· Notebook computers with built-in wireless network access.
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